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Context 

 

The e-Safety Policy relates to other policies including those for ICT, bullying and for child  

protection.  

 

The Headteacher has the role of e-Safety Coordinator. The e-Safety Coordinator is also the  

nominated member of staff responsible for Child Protection.  The e-Safety Coordinator is  

not a technical role.  

 

Our e-Safety Policy has been written by the school, building on Local Authority and  

government guidance. It has been agreed by senior management and approved by  

governors. It contains guidance from the SWGfl and has been updated with 

recommendations from the GDPR. 

 

Roles and Responsibilities 

The following policy outlines the online safety roles and responsibilities of all members of the 

school community (including staff, pupils, volunteers, parents / carers, visitors and community 

users). 

Teaching and learning  

 

Why the Internet and digital communications are important  

 

 The Internet is an essential element in 21st century life for education, business and  

social interaction. The school has a duty to provide pupils with quality Internet access 

as part of their learning experience.  

 

 Internet use is a part of the statutory curriculum and a necessary tool for staff and 

pupils. Internet use will enhance learning. 

 

 Internet access has been designed expressly for pupil use and will include filtering 

appropriate to the age of pupils.  

 

 Pupils are taught what Internet use is acceptable and what is not and given clear 

objectives for Internet use.  

 

 Pupils are educated in the effective use of the Internet in research, including the skills 

of knowledge location, retrieval and evaluation.  

 

 Pupils are shown how to publish and present information to a wider audience.  

 

 Pupils are taught how to evaluate Internet content.  

 

 Internet derived materials used by staff and pupils should comply with copyright law.  
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 Pupils are taught the importance of cross-checking information before accepting its 

accuracy.  

 

 Pupils are taught to report unpleasant Internet content to their class teacher who will 

share this information with the e-safety Co-ordinator. 

 

Managing Internet Access  

 

Information system security  

 

 School ICT security systems are reviewed regularly by the ICT technician. 

 

 Virus protection is updated regularly by the ICT technician.  

 

E-mail  

 

 Pupils may only use approved e-mail accounts on the school system.  

 

 Pupils must immediately tell a teacher if they receive offensive e-mail.  

 

 In e-mail communication, pupils must not reveal their personal details or those of  

 others, or arrange to meet anyone without specific permission.  

 

 Incoming e-mail should be treated with care and attachments not opened unless the 

author is known.  

 

 The school does not encourage e-mail from pupils to external bodies unless the 

contact is well known.  

 

 The forwarding of chain letters is not permitted.  

 

Published content and the school web site  

 

 Staff contact information and pupil details are not available on the website.  

 

 The headteacher will take overall editorial responsibility and ensure that content is 

accurate and appropriate.  

 

Publishing pupil’s images and work  

 

 Photographs that include pupils will be selected carefully with the permission of 

parents/guardians. 

 

 Pupils full names will not be used anywhere on a school Web site or other on-line 

space, particularly in association with photographs.  

 

 Work can only be published with the permission of the pupil and parents/carers.  

 

 Parents are clearly informed of the school policy on image taking and publishing, 

both on school and independent electronic repositories.  

 

Social Networking and Personal Publishing 

 

 The school filters do not allow access to major social networking sites.   

 

 Pupils are advised never to give out personal details of any kind which may identify 

them, their friends or their location.  



 

 Pupils and parents are advised that the use of social network spaces outside school 

brings a range of dangers for primary aged pupils.  

 

 Pupils are advised to use nicknames and avatars when using social networking sites.  

 

Managing filtering  

 

 The school works with their broadband provider to ensure systems to protect pupils 

are reviewed and improved.  

 

 If staff or pupils come across unsuitable on-line materials, the site must be reported to 

the e-Safety Coordinator.  

 

Managing videoconferencing & webcam use  

 

 Videoconferencing will be carried out using the educational broadband network to 

ensure quality of service and security, should the school have a need to use this 

medium.  

 

 Pupils will work with a supervising teacher when making or answering a 

videoconference call.  

 

Managing emerging technologies  

 

 Emerging technologies will be examined for educational benefit and a risk 

assessment will be carried out before use in school is allowed.  

 

 The senior leadership team should note that technologies such as mobile phones with 

wireless Internet access can bypass school filtering systems and present a new route 

to undesirable material and communications. Therefore, mobile phones will not be 

used during lessons or formal school time.  

 

 The sending of abusive or inappropriate text messages or files by Bluetooth or any 

other means is forbidden.  

 

 The use by pupils of mobile phones or cameras in mobile phones will not be 

permitted.  

 

 Games machines including the Sony Playstation, Microsoft Xbox and others have 

Internet access which may not include filtering. Care and supervision will be carried 

out in any use in school or other officially sanctioned location.  

 

 The appropriate use of Learning Platforms will be discussed as the technology 

becomes available within the school.  

 

Protecting personal data  

 

 Personal data will be recorded, processed, transferred and made available 

according to the Data Protection Act 1998.  

 

Authorising Internet access  

 

 All staff must read and sign the “Acceptable Use Agreement‟ before using any school 

ICT resource.  

 

 The school will maintain a current record of all staff and pupils who are granted 

access to school ICT systems.  



 

 At Key Stage 1, access to the Internet will be by adult demonstration with supervised 

access to suitable on-line materials.  

 Parents will be asked to sign and return a consent form.  

 Any person not directly employed by the school will be asked to sign an “Acceptable 

Use Agreement‟ before being allowed to access the internet from the school site.  

 

Assessing risks  

 

 The school will take all reasonable precautions to prevent access to inappropriate 

material. However, due to the international scale and linked nature of Internet 

content, it is not possible to guarantee that unsuitable material will never appear on a 

computer connected to the school network. The school can accept liability for any 

material accessed, or any consequences of Internet access.  

 

 The school will audit ICT use to establish if the e-safety policy is adequate and that the 

implementation of the e-safety policy is appropriate and effective.  

 

Handling e-safety complaints  

 

 Complaints of Internet misuse will be dealt with by a senior member of staff.  

 

 Any complaint about staff misuse must be referred to the headteacher.  

 

 Complaints of a child protection nature must be dealt with in accordance with 

school child protection procedures.  

 

 Pupils and parents will be informed of the complaints procedure (see schools 

complaints policy).  

 

 Pupils and parents will be informed of consequences for pupils misusing the Internet.  

 

Community use of the Internet  

 

 The school will liaise with local organisations to establish a common approach to e-

safety as the need arises.  

 

Communications Policy  

 

Introducing the e-safety policy to pupils  

 

 E-Safety rules will be posted in all rooms where computers are used and discussed 

with pupils regularly.  

 

 Pupils will be informed that network and Internet use will be monitored and 

appropriately followed up.  

 

 A programme of training in e-Safety will be developed, partly based on the materials 

from CEOP. E-Safety training will be embedded within the ICT scheme of work.  

 

Staff and the e-Safety policy  

 

 All staff will be given the School e-Safety Policy and its importance explained.  

 

 Staff must be informed that network and Internet traffic can be monitored and 

traced to the individual user.  

 



 Staff that manage filtering systems or monitor ICT use will be supervised by senior 

management and work together to resolve issues.  

 

Enlisting parents’ and carers’ support  

 

 Parents and carers will be made aware of the School e-Safety policy. 

 

 The school will maintain a list of e-safety resources for parents/carers.  

 

 The school will ask all new parents to sign the parent /pupil agreement when they 

register their child with the school 

 

Safer Practice with Technology  

 

Safer Practice with Technology for Adults working with children. 

 

This document responds to questions raised by adults working with children and young 

people. Adults in this area of work need to ensure they are competent, confident and safe 

when working with new technology. 

 

All adults working with children and young people must understand that the nature and 

responsibilities of their work place them in a position of trust. This document discusses 

appropriate and safer behaviour for adults working in paid or unpaid capacities, in a school 

context. 

 

A rules approach cannot resolve such complex issues. This document suggests a set of real 

situations to enable adults to develop greater awareness of the dangers and to consider 

consequences of behaviour earlier in a developing situation. 

 

This document aims to: 

 

 Assist adults to work safely and responsibly and to monitor their own standards and 

practice. 

 

 Help adults to set clear expectations of their own behaviour and to comply with 

codes of practice. 

 

 Minimise the risk of misplaced or malicious allegations being made against adults. 

 

 Project a clear message that unlawful or unsafe behaviour is unacceptable and that, 

where appropriate, disciplinary action will be taken. 

 

 Support leaders in establishing a culture which safeguards staff and young people. 

 

Frequently Asked Questions 

  

1. Should I use my mobile phone or other portable device to take photographs of 

students? 

2. Should I continue to use my Social Networking site (e.g. MySpace, Facebook)? 

3. Should I have my pupils as friends on Instant Messaging services (eg Skype, MSN)? 

4. What is my responsibility for the use of my school IT equipment at home? 

5.  What is inappropriate material? 

6. How should I store personal data safely? 

7. How can I use ICT appropriately to communicate with young people? 

8. As a technician, how can I safely monitor school network use? 

9. Can my school limit private online publishing? 

10. How do I ensure safer online activity in the primary classroom? 

 



If in doubt consult with your e-safety Co-ordinator, IT Technician and school policies. 

 

Consider how an action would look to a third party. 

 

Only publish content that you would be happy to share with parents, pupils and your 

employer. 

 

Safer Practice with Technology  

1. Should I use my mobile phone to take photographs or video of students? 

 

A school trip is a common situation where photography by pupils and staff should be  

encouraged, but there are potential dangers. The safest approach is to avoid the use of  

personal equipment and to use a school-provided item. One potential danger is an  

allegation that an adult has taken an inappropriate photograph. With a personal camera it  

would be more difficult for the adult to prove that this was not the case. With school  

equipment there is at least a demonstration that the photography was consistent with  

school policy.   

 

Therefore our policy is to not use personal cameras to take photos of children. All photos 

must be taken on school equipment and images must never leave the site. Any device with 

internet connection such as mobile phones or tablets are not permitted for this use and as 

such, should be on silent and stored in a suitable place whilst in the presence of children.   

 

However, it is acceptable to use mobile phones for communication on school trips. 

 

Please also refer to the permissions signed by children’s parents regarding the use of  

photographic images of children. 

 

2. Should I continue to use my Social Networking site? 

 

Social networking is a way of life for most young people and many adults. However adults 

working with children and young people should review their use of social networks as they 

take on professional responsibilities. 

 

Strong passwords should be used and security settings should be applied so that you control  

all access to your profile. Information once published, e.g. photographs, blog posts etc is 

impossible to control and may be manipulated without your consent, used in different 

contexts or further distributed. Some adults have been caught out by posting amusing 

remarks about their school or colleagues, only to find them re-published elsewhere by 

“friends”. Even innocent remarks such as an interest in “Gang Wars” could be misinterpreted 

(this is actually a game). 

 

False social networking sites have been set up by pupils and staff with malicious information  

about staff. 

 

Currently few public social networking sites authenticate their members and use automated  

registration systems which provide limited checks. Some instant messaging applications  

such as MSN have a facility to keep a log of conversations, which could be used to protect  

staff in case an allegation is made. 

 

“Don’t publish anything that you would not want your mum, children or boss to see, either  

now or in ten years time!”  

 

3. Should I have my pupils as friends on instant messaging services? 

 

“... Communication between adults and children, by whatever method, should take place 

within clear and explicit professional boundaries. Adults should not share any personal 



information with the child or young person. They should not request, or respond to, any 

personal information from the child / young person, other than that which might be 

appropriate as part of their professional role. Adults should ensure that all communications 

are transparent and open to scrutiny.” 

(DCSF Nov 2007) 

 

Consideration should be given as to how this type of communication might appear to a third 

party. Compared with a conversation in school the use of new technology inevitably 

increases the potential for messages to be seen out of context or misinterpreted. If instant 

messaging and other social networking sites are to be used with pupils, a separate and 

approved account should be set up for this purpose, with the agreement of senior 

management for example a School Facebook page.  

 

Staff are not permitted to befriend pupils on instant messaging services. 

 

4. What is my responsibility for the use of my school IT equipment at home? 

 

Things that can go wrong include: 

Access to wider sites by family members, for instance a gaming site or internet shopping, 

would increase the possibility of virus attack and identity theft. 

 

If another member of the family or a friend is allowed to use the equipment it is difficult to 

ensure that the use has been appropriate, for instance that confidential information has not 

been accessed. Adults vary enormously in their judgements as to what is appropriate. 

 

If school equipment is used at home for personal use, then it may be a taxable benefit. 

 

Some adults may feel that access via a school laptop to adult material outside school hours 

and at home is appropriate. It is not; there is always a possibility that this material might be 

accidentally seen by a child/young person and in some cases this type of use has led to 

dismissal.  

 

Adults need to remember that in order for anyone else to use a school laptop in the home 

setting, they would need to be logged on by the person responsible for the laptop. With this 

in mind, think about who would be culpable in certain situations. 

 

School equipment is to be used for school use only. Increasingly the use of a school 

computer for non-professional use is being explicitly banned. 

 

Adults should therefore ensure that they must have absolute control of school equipment 

allocated to their use. 

 

5. What is inappropriate material? 

 

Inappropriate is a term that can mean different things to different people. It is important to 

differentiate between ‘inappropriate and illegal’ and ‘inappropriate but legal’. All staff 

should be aware that in the former case investigation may lead to criminal investigation, 

prosecution, dismissal and barring. In the latter it can still lead to disciplinary action, dismissal 

and barring even if there is no criminal prosecution. 

 

Illegal Possessing or distributing indecent images of a person under 18 –viewing such images 

on-line may well constitute possession even if not saved. What is regarded as indecent would 

ultimately be down to a jury to decide. The police have a grading system for different types 

of indecent image. Remember that children may be harmed or coerced into posing for such 

images and are therefore victims of child sexual abuse. 

 

 

 



Hate/Harm/Harassment 

 

General:  

There is a range of offences to do with inciting hatred on the basis of race, religion, sexual 

orientation etc. 

 

Individual:  

There are particular offences to do with harassing or threatening individuals –this includes 

cyberbullying by mobile phone, social networking sites etc. It is an offence to send indecent, 

offensive or threatening messages with the purpose of causing the recipient distress or 

anxiety. 

 

Inappropriate 

Think about this in respect of professionalism and being a role model. The scope here is 

enormous, but bear in mind that actions outside of the workplace that could be so serious as 

to fundamentally breach the trust and confidence placed in the employee may constitute 

gross misconduct. 

 

Examples taken from real events: 

 

 Posting offensive or insulting comments about the school on Facebook. 

 

 Accessing adult pornography on school computers during break. 

 

 Making derogatory comments about pupils or colleagues on social networking sites. 

 

 Contacting pupils by email or social networking without senior approval. 

 

 Trading in sexual aids, fetish equipment or adult pornography. 

 

6.  How should I store personal data safely? 

 

Teachers often find it convenient to write pupil reports or staff appraisals and references at  

home. This may require access to confidential personal information. 

 All personal information must be kept secure.  

 The storage of data on a hard disk or memory stick and transfer by email or other 

means is basically insecure. Making such storage secure may include password 

protection, encryption of data and locking the computer when not in use. Physical 

risks including mislaying a memory stick and laptop theft from a vehicle are all too 

common. Consider approaches such as not storing information unless necessary and 

deleting files after use. The safest long-term storage location may be the school 

network, which should have a remote backup facility. 

 

At our schools any data removed from school must be held on an encrypted USB and must 

not be saved on the hardrive of a home computer. 

 

”Information security is an integral part of the Data Protection Act 1998. 

You must take all reasonable steps to ensure that any personal information that you are 

processing is securely stored.”  

 

All staff are strongly advised to ensure that they understand the school policy regarding data 

protection. National policy is developing rapidly in this area.  

 

To lose control of personal data while not complying with the school policy would be difficult 

to defend. 

 

 



 

 

7.  How can I use ICT appropriately to communicate with young people? 

 

Young people are encouraged to report concerns, which may involve the use of new 

technology, e.g. a pupil might prefer to text a report about bullying, rather than arrange a 

face to face discussion. Friendly verbal banter between adult and pupil may not be 

inappropriate, but it might look very different if carried out via email or MSN and might lead 

to difficulties if misinterpreted, forwarded or used out of context. Care in the use of 

automatic signatures is required e.g. “Sexylegs” is not an appropriate signature for either 

pupil or adult when in an education setting. Adults should transfer the line of communication 

to West Sussex webmail or Moodle, which can be tracked, should there ever be a link made 

by a pupil to an alternative address that has somehow come into their possession. 

 

“Adults should be circumspect in their communications with children and young people so 

as to avoid any possible misinterpretation of their motives or any behaviour which could be 

construed as grooming.” 

(DCSF Nov 2007). 

 

Staff should not use their personal email addresses or phone numbers to communicate with 

young people. In all cases ensure that your relationships with young people are known and 

approved by the Senior Leadership Team. 

 

8.   As a technician, how can I safely monitor school network use? 

 

Filtering or recording network usage will only be effective if monitored carefully to notice and 

report inappropriate access or usage. Often this places a new responsibility on technical staff 

that they may not be trained for. This responsibility can become onerous if a pupil or staff 

member is apparently implicated in inappropriate or illegal activity. 

 

It is wrong to assume that filtering and monitoring are simply technical ICT activities, solely 

managed by the network staff. However technical staff should not be expected to make 

judgements as to what is inappropriate material or behaviour, without support and 

supervision.  

 

Monitoring must be set by the e-safety co-ordinator, with set procedures to deal with 

incidents. The e-safety co-ordinator will require assistance from technical staff, but must also 

involve the school designated Child Protection coordinator and pastoral staff. A technician 

might, with the best of intent, check sites that a user has visited and email images to alert a 

colleague. Should the images prove to be illegal the technician has committed a criminal 

offence. A defence may be that the technician was acting within a published school 

procedure, but staff should ensure that they receive a specific, written request to perform this 

work. 

 

Should an incident of concern occur, there should be a clear route for immediate reporting 

to a senior leader. 

 

Procedures to preserve evidence by unplugging a computer or locking an account need to 

be in place.  

 

9.  Can my school limit private online publishing? 

 

As a teacher I have been asked to sign a “Professional Conduct Agreement” that requires 

me to be careful when using ICT out of school. Surely that is my own business?  

 

One situation included a teacher complaining about a parent’s rudeness. Had the 

conversation remained private as no doubt intended, this might be regarded as simply 

letting off steam. However, because a social networking site was used with incorrect privacy 



settings, an unintended audience was included and a complaint made. The situation is not 

new; teachers discussing a pupil in a shop queue might be overheard by a parent. However 

the technology enables messages to be recorded, edited maliciously, used out 

of context, republished or used as evidence. The mode of use of social networking and 

instant messaging is often conversational with a rapid interchange of remarks. It is easy to 

stray from a non-school conversation between friends to professional matters and perhaps 

not realise the lack of control over audience. The teacher should either be fully conversant 

with the security arrangements for the site in use, or better avoid any information that could 

compromise their professional integrity. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

 

 

 

 

 

 

 

 

 

 

 

Staff Acceptable Use Policy 

 

School networked resources, including SIMS and the School Website are intended for 

educational purposes, and may only be used for legal activities consistent with the rules of 

the school. If you make a comment about the school or County Council you must state that 

it is an expression of your own personal view. Any use of the network that would bring the 

name of the school or County Council into disrepute is not allowed.  

 

All users are required to follow the conditions laid down in the policy. Any breach of these  

conditions may lead to withdrawal of the user’s access, monitoring and / or retrospective  

investigation of the users use of services, and in some instances could lead to criminal  

prosecution. Any breach of the conditions will also be considered a disciplinary matter.  

 

CONDITIONS OF USE  

Personal Responsibility  

Users are responsible for their behaviour and communications. Staff will be expected to use 

the resources for the purposes for which they are made available. It is the responsibility of the 

User to take all reasonable steps to ensure compliance with the conditions set out in this 

Policy, and to ensure that unacceptable use does not occur. Users will accept personal 

responsibility for reporting any misuse of the network to Mrs Anderson.  

 

Acceptable Use  

Users are expected to utilise the network systems in a responsible manner. All computer  

systems will be regularly monitored to ensure that they are being used in a responsible 

fashion.  

 

Below is a set of rules that must be complied with. This is not an exhaustive list and you are  

reminded that all use should be consistent with the School’s Code of Conduct. 

 

 

1  

 

I will not create, transmit, display or publish any material that is likely to: harass, 

cause offence, inconvenience or needless anxiety to any other person or bring the 

school (or West Sussex County Council) into disrepute.  

2  

 

I will use appropriate language –I will remember that I am a representative of the 

school on a global public system. Illegal activities of any kind are strictly forbidden.  

3  

 

I will not use language that could be calculated to incite hatred against any 

ethnic, religious or other minority group.  

4  

 

I understand that staff under reasonable suspicion of misuse in terms of time, 

activity or content may be placed under retrospective investigation or have their 

usage monitored.  

5 Privacy – I will not reveal any personal information (e.g. home address, telephone 

number, social networking details) of other users to any unauthorised person (see 

21). I will not reveal any of my personal information to students.  

6 I will not trespass into other users’ files or folders.  

 

Greenfields Federation 
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I will ensure that all my login credentials (including passwords) are not shared with 

any other individuals, displayed or used by any individual than myself. Likewise, I 

will not share those of other users.  

 All staff accounts will be set up with the ability to change a password. 

8  

 

I will ensure that if I think someone has learned my password then I will change it  

immediately and contact Mrs Anderson 

9  

 

I will ensure that I log off after my network session has finished or if I intend to leave 

my workstation for more than a few seconds. 

10  

 

If I find an unattended machine logged on under another users username I will not 

continue using the machine – I will log it off immediately.  

11 a 

 

I will not use personal digital cameras or camera phones for creating or transferring 

images of children and young people. 

 Personal mobile phones should not be used in class and should remain 

safely stored, on silent, in your bag or locker during periods when the 

children are in the class room. 

11b All images of children will be stored internally on School equipment and will not 

leave the School premises. 

 In line with WSCC advice on secure use of ipads, all data will be backed 

up internally and will not be held on the Apple iCloud, Dropbox or 

equivalent platforms (link to 21). 

 All School Equipment will remain on School Premises unless permission is 

granted and recorded by Mrs Anderson. This includes backup tapes of 

both the Admin and Curriculum Server which will be held off site at our 

partner School. 

12  

 

I am aware that e-mail is not guaranteed to be private. Messages relating to or in 

support of illegal activities will be reported to the authorities. Anonymous messages 

are not permitted.  

 School email accounts need password protection. Be aware of mobile 

devices that store passwords and disallow this. Mobile devices with email 

accounts linked to them must be password protected. 

13 I will not use the network in any way that would disrupt use of the network by 

others. 

14  

 

I will report any accidental access, receipt of inappropriate materials or filtering 

breaches/ unsuitable websites to Mrs Smailes. 

15 

 

I will not attempt to visit websites that might be considered inappropriate or illegal. 

I am aware that downloading some material is illegal and the police or other 

authorities may be called to investigate such use.  

16  

 

I will not download any unapproved software, system utilities or resources from the 

Internet that might compromise the network or are not adequately licensed.  

17  

 

I will not accept invitations from children and young people to add me as a friend 

to their social networking sites, nor will I invite them to be friends on mine. As 

damage to professional reputations can inadvertently be caused by quite 

innocent postings or images - I will also be careful with who has access to my 

pages through friends and friends of friends. Especially with those connected with 

my professional duties, such a school parents and their children.  

18 I will ensure that any private social networking sites / blogs etc. that I create or 

actively contribute to, are not confused with my professional role in any way.  

19  

 

I will support and promote the school’s e-safety and Data Security policies and 

help students be safe and responsible in their use of the Internet and related 

technologies.  

20 I will not send or publish material that violates Data Protection Act or breaching 

the security this act requires for personal data, including data held on the SIMS 

Learning Gateway and Target Tracker.  

 Personal data (anything held on SIMs or Target Tracker) will not be 

removed from School Systems. Teachers may copy information needed for 

their role i.e. lesson preparation, reports etc..but must have the information 

on an encrypted memory stick. From May ‘18 there is a £500,000 fine and 



you could lose your job if a member of the public finds and accesses an 

unprotected USB with school data on.  

21 

 

I will not receive, send or publish material that violates copyright law. This includes 

materials sent / received using Video Conferencing or Web Broadcasting.  

22 

 

I will not attempt to harm or destroy any equipment or data of another user or 

network connected to the school system.  

23  

 

I will ensure that portable ICT equipment such as laptops, digital still and video 

cameras are securely locked away when they are not being used. 

24 

 

I will ensure that any Personal Data (where the Data Protection Act applies) that is 

sent over the Internet will be encrypted or otherwise secured.  

 

Additional guidelines  

. Staff must comply with the acceptable use policy of any other networks that they access.  

. Staff will follow the “Safer Use Of The Internet By Staff Working With Young People”  

published within the West Sussex Schools Acceptable Use Policy  

Detailed guidance is found in the school E-safety Policy. 

 

SERVICES  

There will be no warranties of any kind, whether expressed or implied, for the network service  

offered by the school. The school will not be responsible for any damages suffered while on 

the system. These damages include loss of data as a result of delays, non-deliveries or service  

interruptions caused by the system or your errors or omissions. Use of any information 

obtained via the network is at your own risk.  

 

NETWORK SECURITY  

Users are expected to inform Mrs Anderson immediately if a security problem is  

identified and should not demonstrate this problem to other users. Files held on the school’s  

network will be regularly checked by Mrs Anderson. Users identified as a security risk  

will be denied access to the network.  

 

MEDIA PUBLICATIONS  

Written permission from parents or carers must be obtained before photographs of or named  

photographs of students are published. Also, examples of students’ work must only be  

published (e.g. photographs, videos, TV presentations, web pages etc) if written parental  

consent has been given.  

 

Further guidance can be found in the “Model Policy for schools regarding photographic 

images of children” August 2010.  

 

 - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  

  



 

Staff User Agreement Form for the Staff Acceptable Use Policy  

 

As a school user of the network resources, I agree to follow the school rules (set out above) 

on its use. I will use the network in a responsible way and observe all the restrictions explained 

in the school acceptable use policy. If I am in any doubt I will consult Mrs Anderson.  

  

I agree to report any misuse of the network to Mrs Anderson. 

 

I also agree to report any websites that are available on the school Internet that contain  

inappropriate material to Mrs Anderson. 

 

Lastly I agree to ensure that portable equipment such as cameras or laptops will be kept  

secured when not in use and to report any lapses in physical security to Mrs Anderson. 

 If I do not follow the rules, I understand that this may result in loss of access to these resources  

as well as other disciplinary action. I realise that staff under reasonable suspicion of misuse in  

terms of time or content may be placed under retrospective investigation or have their 

usage monitored.  

 

 

 

 

 

Staff Name: _____________________________    Staff Signature _______________________________  

 

Date: _ _ /_ _ /_ _ _ _  


